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Who do most Ethereum users trust today?
* not disrespectful, thank you for running infrastructure that we’re all too lazy to run ourselves!



What does “trust” even mean?
Trust to not censor you

✓ FOSS
✓ standardization
✓ retail hardware requirements

Trust to deliver correct data
✓ run your own node
✓ light client verification (can we pls start using this?! Shout-out: kevlar.sh )

Trust to not track your every move
✖ strong full-stack privacy (including data transport)



Lack of full stack privacy today
Application layer:
😱 Tracking & other web2.0 ugliness

Execution layer:
😱 On-chain privacy (ongoing: Tornado, zkBob, Umbra, Nocturne, Railgun, Aztec, etc)
😱 P2P leaks (solvers, builders, indexers)

Consensus layer:
😱 Validators are not private (and SSLI does not fix that)



The old world tries to enforce privacy







Connecting to a non-private EL allows randos on the internet to

- Link all your Ethereum accounts
- Link your accounts to off-chain identities
- See all data that you will see, even before you

→ Your IP address is your primary identifier on a non-private EL!



How to screw users in a yolo-decentralized non-private web3

Example: fully decentralized app.uniswap.eth (without regards for privacy)

Infrastructure: ENS + IPFS + TheGraph + Pokt

1. Identify active users by harvesting IPFS DHT queries
2. Predict next action of user by harvesting TheGraph queries
3. Frontrun mempool by harvesting eth_estimateGas or eth_sendRawTransaction calls

* not disrespectful, all example infrastructure projects are aware of these issues and working towards solutions



What about CL privacy?

https://medium.com/hoprnet/proof-of-stake-validator-sniping-research-8670c4a88a1c

https://github.com/hoprnet/lighthouse

https://medium.com/hoprnet/proof-of-stake-validator-sniping-research-8670c4a88a1c
https://github.com/hoprnet/lighthouse


…but is privacy really a problem and is anyone going to ever exploit this?!



Today’s sad state
of Ethereum
[d]app privacy:
* to be clear: Uniswap, this is a disgrace, 
especially for an IPFS deployment!



Data harvesting MVP on Ethereum



Data harvesting in prod by Ethereum’s most desired next users



Mempool data harvesting is a ~$1b market today.

Full-stack web3 data harvesting will be a billion $ opportunity soon.

Strong privacy tech is our primary insurance policy to prevent exploitation 
of every single web3 user.



How do we fix the lack of privacy today
Application layer:

😱 Tracking & other web2.0 ugliness
→ defend core values of Ethereum, and yes, point out problems, starting with Uniswap! 

Execution layer:

😱 On-chain privacy (ongoing: Tornado, zkBob, Umbra, Nocturne, Railgun, Aztec, etc)
→ use them, integrate them and provide legal assurance for devs that privacy is not evil!

😱 P2P leaks (solvers, builders, indexers)
→ mixnets are great - we’re working on that at HOPR and use them for RPC middleware RPCh.net

Consensus layer:

😱 Validators are not private (and SSLI does not fix that)
→use P2P privacy on CL as well (but latency issues are hard!)


